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In issue02 of FSM, RMS broughtus an article in his
column— “We CanPut an End to Word Attachments,”
which suggestetiow to fight againsiproprietarysoftware
suchasMS-Word.

In reality, emailattachmentsasRMS mentionedusually
have otherformats,suchasPostScripor PDF. Freesoft-
warecanhandletheseformats.

IF youarea GNU Emacsuser do you know how to read
andcreateattachmentén GNU Emacs?

Franklyspeaking| wasquitefrustratedby theversionsof
GNU Emacsearlierthan20.3. My Chinesefriends sent
me email in Chineseplain text, but I could not readthe
messages.

Every Chinesecharacterconsistsof two 8-bit bytes,i.e.
two 8-bit characters. However, the Internet, which is
basedon US 7-bit ASCII charactersg¢orverts 8-bit char
actersto 7-bit characterdy removing the eighthbit and
substitutinganotherbit for it (a parity bit). To solwe the
problem,| eitherasled my friendsto FTP the message
to my FTPsite,or elseasledthemto uuencodéeheir mes-
sagesl couldthenFTPthemessagesr elserunuudecode
to convert the messagethatwereemailedto me backto
theoriginal 8-bit characteset.

Either methodhasits down side: First, while the uuen-
code/uudecodaitility programscome with every Un*x
operatingsystemmostof my friendsusedMicrosoftWin-
dows. Microsoft doesnotincludetheseprogramsbe de-
faultin its distributions. Worse,my friendsdid not know
how to find andinstall the uuencode/uudecedrograms
on their computersgven thoughthe Microsoft Windows

versionof uuencode/uudede is freely available.

Second,anorymous FTP is bad becauseof poor secu-
rity. My Internethosts / var partitiion is smallerthan
500MB. When several maliciousguys sentrubbishfiles
to my anorymousFTP directory they not only filled up
my FTP spacethey preventedme from receving incom-
ing email,sinceemailis storedin the samefvar partition.

GNU Emacs20.7 wasbetterthanthe earlierversions. It
could handlebase64encodecemail attachments Unfor-
tunately this featurewas not well documentedn GNU
EmacsManual. GNU Emacs21 is evenbetter

Beforefurtherdiscussinggemail,| would like to addsome
backgroundinformation about Internet email protocols
andconceptsn GNU Emacshatarerelated.

Unlike the UUCP or X.400 email systems,which are
basedon a store-forvard mechanismthe Internetemail
systemadopteda mechanisnof end-to-endlelivery. The
Internetemail systemis heaily combinedwith the Do-
mainNameSener (DNS) systemsandwith Bind.

MostInternetemailis deliveredby a Mail TransferAgent
(a programcalled an “MTA") suchas sendmailor exim

to machinethatsenesasa cache.Often, this machineis

ownedby the users ISP, The userthenfetchesthatemail
usinga Mail Delivery Agent(MDA) program.(An MDA

may usethe third versionof the “Post Office Protocol”,
POP30or the“InternetMessageiccessProtocol”, IMAP,

or someotherprotocol.)GNU Emacds anMDA thatcan
fetch mail usingeitherthe POP3or the IMAP protocols,
but notary otherprotocol,suchasPOP?2.
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However, Internetemail was designedto delivery 7-bit
ASCII email, which mostly meansEnglishtext. (Early
GNU Emacsusersdid not think this was big problem,
sincemostknewx andwrotein English.)

The over all Internetemail protocol, which usesPOP3
or IMAP for a portion of a messaga' journey is called
SMTR or the “Simple Mail TransportProtocol”. The
SMTP protocoldefinesthe headerandbody for an eamil
message. (It is definedin the documentcalled RFC
822. Incidentally the RFC 822 standardwon an early
“email standardsvar” becauseat dependsnthe TCP/IP
protocol, which succeededin contrastto the alternatve
ISO/OSlprotocal,whichlost.)

Unfortunately the SMTP protocolsufferstwo fataldisad-
vantage:it canonly carry 7-bit ASCIl encodedext, and
it canonly carryoneobjectof text in thebody

Eventually peoplerecognizedSMTP’s disadwantagesind
developedthe MIME (MultipurposelnternetMail Exten-
sions)protocolasasolution. Thenew protocolenablesan
emailmessagéo carrymorethanoneobjectin amessage,
regardlessvhetherthe objectis text or somethingelse.

The MIME protocol madeis possibleto createmail at-
tachments:the contenttransferheadercandefinea type
asencodedinarydata,which meanghatthosebytescan
containanemailattachments.

Messageghat use MIME often encodetheir binary at-
tachementausing an 8-bit to 7-bit conversion protocol
called"base64".

Although, the jargon word “base64”is someavhat fright-
ening,it is asimpleencodingmechanimsin 7-bit encod-
ing, for example,the Englishword “GNU”, is a seriesof
bits — "1000111" "1001110" "1010101". Thesesey-
mentsof 7 bits are first transformednto 8-bit bytesby
addinga " 0" bit in front of each. We get"01000111"

"01001110" "01010101".

Thatis to say:

G\

==> 1000111 1001110 1010101

N A N

7 bits 7 bits 7 bits

==> (01000111 01001110 01010101

A N A

8 bits 8 bhits 8 bits

Then, thesethree 8-bit bytes— 24 bits total — areare
groupednto 4 groupsof 6-bitseach Jik e this
"010001" "110100" "111001" "010101".

01000111 01001110 01010101

AN AN AN

8 bits 8 hits 8 bits
==>
010001 110100 111001 010101

A A N N

6 bits 6 bits 6 bits 6 hits

Next, eachof the groupsis transformedrom 6 bits into
8 bit bytesby addingtwo " 0" bits in front of the each
6-bit. We get "00010001" "00110100" "00111001"

"00010101"

010001 110100 111001 010101

A A N N

6 bits 6 bits 6 bits 6 bits

==> 00010001 00110100 00111001 00010101

AN AN AN AN

8 bits 8 bits 8 bits 8 bhits
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These8-bit bytesarereadyto be sentover the Internet.
Whenthey aresentover the Internet,the first bit will be
removed, sincethe Internetonly dealswith 7 bit charac-
ters;but thatwill noteffecttheendresultsincethefirst bit

of eachof theseencoded-bit bytes(or “octets” asthey

arecalledin somedocumentsjs a zero.

If the original datais Chinesetext usingthe GB2312-80
Chineseencodingformat, ratherthan Englishtext using
the ASCII encodingormat,thefirst stepwill bethesame.
Thisis becauseachChinesecharacteis madeup of two

7-bit ASCII codes.

Now supposedyou have correctly configuredthe GNU

Emacsandyou have recevedthe emailwith theencoded
attachments. EmacsLisp — the built-in programming
languagan GNU Emacs— provided functionsto do the

bitwise operationwhich usuallyonly availablein C, they

arel sh, ash, logand, |ogior, |ogxor, |ognot.

But you need not to understandhow to use them
nov, as GNU Emacs has provided the com-
mand base64-decode-region, so just provide
the parametersand enter the command by MXx
base64- decode-regi on, you could get the attach-
mentout.

The base64-decodegi®n commands easyto use. You
needto tell it the region to decode:In GNU Emacs,a
“buffer” is a copyof the file that are you editing (Here,
thebuffer it isthebodyof theemailmessagenwhichyou
areworking.) In Emacsa “r egion” is the spacebetween
the current location of the cursor, called “point” and a
mark which can be set usingthe C @or C- Spacebar
(set - mar k- conmand) keystrolkes.

However, you will runinto a problemis you try to run
thebase64- decode- r egi on commandn anemailbuffer
that is intendedfor reading: By default, sucha buffer
is read-only This meansmeansyou cannot changethe
buffer. Thebase64- decode- r egi on command.Instead,
you mustfirst copy theregion into anew file.

You canuseC-x C-f to createa new, andin this case
empty file andC-y to yank the region — thatis to say
to “paste” the region, into the new file. You canusethe

G x G s keystrolesto save thefile. After you do this,
you canmark the whole file usingthe C-x h keystrokes
(themar k- whol e- buf f er commandjandthendecodadt.

Now it is time to readyour email attachmentif you have
donethe above stepscorrectly If the emailattachments
aphoto(like theoneof Miguel delcazawhich | receved
from his secretarywe publishedon thisissue,useGIMP
to view it; if theattachments a pieceof music,thenplay
it with afree MP3 player

If theattachmenis a pieceof Chineséext, thenyou need
to openit with GNU Emacss MULE package. MULE
standdor “MULti-lingual Enhancemerto GNU Emacs”,
you could useit to configurateGNU Emacsto support
Chineseby settingthe codesystem(to GB- 2312) andset-
ting languageervironment(to Chi nese- GB), after done
thesethenChineseext canbedisplayed.

Have fun with emailattachements!
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